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[bookmark: _GoBack]DSB Production Registration Request
The DSB serves as the primary environment for users wishing to create and retrieve ISINs for OTC Derivatives. For further information, please refer to the terms & conditions notification at the end of this form.
To enable us to complete your registration please complete the information requested and return the document to technical.support@anna-dsb.com. 
General information:
Please Indicate the type of DSB user you intend to become:
	User Type
	Instructions 
	No. Accounts
	

	Registered
	Complete page 1 only
	N/A
	☐ 

	Infrequent
	Complete pages 1 and 2
	N/A
	☐
	Standard
	Complete pages 1 and 2
	N/A
	☐
	Power
	If this is the first Power account request, complete all relevant pages. Subsequent power GUI account, complete sections 1 & 2 only
	1-10	☐


Registered Users: I acknowledge that I have read and agree to abide by the DSB GUI Terms and Conditions  ☐  
Infrequent, Standard and Power Users are required to execute the DSB Access and Usage Agreement (the User Agreement). Accordingly, please indicate if your institution has signed and returned the DSB User Agreement to the D.S.B: ☐
Users will be unable to connect to the DSB’s Production Environment until the User Agreement has been fully executed.
Section 1: To be completed by all Users
	Contact Detail

	First Name
	First Name
	Last Name
	Last Name
	Business Email
	Business Email
	Contact Telephone No.
	Contact Telephone No
	Country
	Your Location Country
	Company Detail

	Legal Entity Name
	Legal Entity Name
	Company Department Name
	Company Department Name
	Organization Type
	Organization Type
	
	
	
	
	
	



Section 2: To be completed by Infrequent, Standard and Power Users
	Additional Contact Detail

	Invoicing 
	Business Email
	General Matters 
	Business Email
	Single Point of Contact
(Administrative contact responsible for managing all DSB connections on behalf of the legal entity specified)
	Business Email

Section 3: To be completed by Power Users seeking API functionality
	Additional Contact Detail

	IT support 
	Business Email


	Connection Information
	
	

	Connection Type
	Direct ☐
	Intermediary ☐

	Intermediary Name (where applicable) 
	Intermediary Name


*An Intermediary or Direct user is defined in the “DSB User Policy” page 2 and 3, paragraphs 4 and 5

Where users connect via an Intermediary the DSB will contact your intermediary for all technical matters (including certification and login on your behalf) unless instructed otherwise. Please tick the box to confirm you agree or provide the contact information below if you prefer that the DSB contact you directly on technical matters.  ☐	    Intermediary contact email

	Network Connectivity Method
	ReST
	FIX

	Internet (SSL/TLS) 
	☐	☐
	VPN
	N/A
	☐
	BT Radianz
	N/A
	☐


FIX Certification requirement: Before you can connect to the DSB Production Environment you will be required to pass the FIX Certification test in the DSB UAT environment. Test details are laid out in the FIX User Guide included in the On-Boarding Pack and also on GitHub here: https://github.com/ANNA-DSB/FIX/tree/master/docs. 
Additional information for VPN users is provided on page 7 of this document. 

Section 4: To be completed by Power Users utilizing REST API
Please note that use of the REST API is subject to the Acceptable Use Policy (AUP) documented in the User Agreement. Please speak to the DSB if you would like higher performance than provided for in the AUP.
	Email contact for REST API related issues

	Email contact for REST related issues
	Support Email


Section 5: To be completed by Power Users utilizing FIX API via any connection method
Please note that use of the FIX API is subject to the Acceptable Use Policy (AUP) documented in the User Agreement. Please speak to the DSB if you would like higher performance than provided by the AUP.
The FIX connectivity specifications are available on GitHub: https://github.com/ANNA-DSB/FIX/tree/master/docs
Please make sure to select your Preferred FIX Version particularly if you’re using FIX 4.4 as the session layer will default to FIXT1.1.

	Email contact for FIX related issues

	Email contact for FIX related issues
	Support Email
	Date

	Date ready to start testing
	Date ready to start development testing
	FIX Configuration
	FIX configuration will be provided by DSB

	Requested: Comp ID
	Comp ID
	Requested: Sub Comp ID
	SubComp ID
	Additional Configuration
	Optional Information

	FIX Engine Provider or Name
	FIX Engine
	Preferred FIX version
	FIX 5.0SP2
	FIX Engine Software Language
	Fix Engine Software Language
	FIX Engine Version
	Fix Engine Version





Section 6: To be completed by FIX Power Users requiring Internet (SSL/TLS) connections
For SSL\TLS connections, where users are unable to configure their firewall to target the DSB recommended alias fix1-prod.anna-dsb.com, please configure the static IPs listed on your Firewall rules to establish a successful connectivity to the Production FIX Service.  Please do not connect directly to the IPs but ensure your FIX Application is connecting to fix1-prod.anna-dsb.com.

	DSB Connection Information
	Production
	Disaster Recovery

	Production IP’s to whitelist where the alias name fix1-prod.anna-dsb.com resolves to
	52.211.27.225
54.72.93.166
52.30.158.25
52.211.240.7
54.72.210.15
54.154.120.162
54.171.229.0
54.76.46.186
54.229.253.22
	52.44.128.242
34.230.112.0
54.82.141.89
34.204.22.42
34.231.254.132
34.226.151.166
34.199.72.183
54.85.180.238
54.87.158.185



	Client Connection Information
	Production
	Disaster Recovery

	FIX Connectivity Detail
(IP’s to be configured on the DSB firewall)
	Protected Networks	Protected Networks



Section 7: To be completed by FIX Power Users requiring VPN Connectivity
PHASE 1 (ISAKMP parameters)
	Connectivity Detail
	DSB PROD
	DSB DR/BCP
	Client Device
	Client DR/BCP

	Device Type
	Fortigate 5.4
	Fortigate 5.4 (DR)
	Device Type	Device Type
	Peer IP address
	54.76.248.50
	34.230.188.5
	Peer IP Address	Peer IP Address
	Pre-Shared-Key (*5)
	TBC
	TBC
	 Pre-Shared-Key	 Pre-Shared-Key
	Encryption (*1)
	AES-256
	AES-256
	 Encryption	 Encryption
	Hash (*2)
	SHA1
	SHA1
	 Hash	 Hash
	NAT-T
	ENABLED
	ENABLED
	 
Traversal (NAT-t) must be enabled on all VPNs 	Traversal (NAT-t) must be enabled on all VPNs
	PFS (*3)
	Group 14
	Group 14
	 PFS 	 PFS 
	Lifetime
	86400
	86400
	 Lifetime 	 Lifetime 
	
	Email contact for VPN Network related issues
	

	Email contacts for VPN Network related issues
	



PHASE 2 (IPsec Parameters)
	Connectivity Detail
	DSB PROD
	DSB DR/BCP
	Client Device
	Client DR/BCP

	Protected Networks (*4)
	54.229.12.193
52.48.72.114
54.76.46.181
52.17.202.156
54.171.25.224
52.18.113.13
52.213.16.58
34.248.158.49
54.229.29.61
	52.20.178.238
34.204.163.88
52.55.132.128
52.202.191.128
34.232.133.199
54.164.115.70
34.202.198.212
34.194.18.216
54.84.70.73
	Protected Networks	Protected Networks
	Encryption
	AES-256
	AES-256
	AES-256
	Pre-Shared-Key (*5)
	To be exchanged
	To be exchanged
	Pre-Shared-Key
	Encryption (*1)
	AES-256
	AES-256
	Encryption
	Hash
	SHA
	SHA
	Hash
	PFS (DH group)
	Group 14
	Group 14
	PFS (DH group)
	Lifetime
	28800
	28800
	Lifetime

	Additional Information

	VPN NOTES:
1) Typical encryption settings are 3DES or AES.
2) Typical hash settings are MD5 or SHA (also known as SHA1).
3) Also referred to as "Diffie-Helman" group.  Typical DH group codes are "group 1", "group 2" and "group 5".  These are occasionally referenced by key-size instead: 512-bit, 1024-bit or 1536-bit.
4) The "protected networks" are also referred to in some documentation as "encryption domains".
5) As there are potential security concerns with sending a pre-shared, we will exchange this via alternative secure methods.
6) DR\BCP VPN connections require a separate second connection to be established from the client DR\BCP site to the DSB 
7) For VPN connections, please ensure your FIX Application is connecting to fix1-int-prod.anna-dsb.com.


	ADDITIONAL NOTES FROM CLIENT:







	Connectivity Disclaimer

	Is the connectivity provided on the FIX and or VPN section going to be used in UAT  implementation as well?
	Choose an item.




Section 8: To be completed by Power Users requiring BT Radianz Connectivity
For BT Radianz connections please contact your BT representative and provide them with the SAN (Service Access Name) for the DSB. ANNA_DSB_LON FIX API ports are assigned and supplied by the DSB during the onboarding process. These details will be provided to the client after successful onboarding. For BT Radianz connections, please ensure your FIX Application is connecting to fix1-int-prod.anna-dsb.com.





Section 9: FIX Certification
Before you can connect to the Production Environment you will be required to pass the FIX Certification test in the DSB UAT environment.   The test details are laid out in the FIX User Guide included in the On-Boarding Pack and also on GitHub here: https://github.com/ANNA-DSB/FIX/tree/master/docs
For VPN users, the additional IP for the FIX Conductor is required to be added to your firewall rules:
	FIX Certification
	

	Configuration key 
	Value

	ANNA-DSB FIX Certification hostname
	certs.anna-dsb.com

	ANNA-DSB FIX Certification IP
	52.213.244.3

	ANNA-DSB CompID
	DSB

	ANNA-DSB SubCompID
	UAT

	
	

	User (FIX tag 553)
	DSB to Provide

	Password (FIX tag 554)
	DSB to Provide

	
	

	Your CompID
	DSB to Provide

	Your SubCompID
	DSB to Provide

	Proxy Port
	DSB to Provide

	Simulated Port
	DSB to Provide

	Secure Communication
	SSL






TERMS AND CONDITIONS
Registered Users: please click through the Terms and Conditions on the DSB GUI.  
All other DSB Users are asked to refer to the DSB Usage and Access Agreement and accompanying Policies 
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